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Why start this research.
~ (Motivation)

)ry corruption vulnerability
 difficult today

/s 8: Exploit mitigation improvements.
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Vulnerability
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Windows 8 Kernel
-- The patched Win 7 Kernel

~ ference protection
B: Kernel o ol integrity checks
C: Non-paged pool NX

D: Enhanced ASLR

E: SMEP/PXN
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Randomized LFH allocator

B: ¢ d pages




VOID Function(LPCSTR Input) {
PCHAR *Buffer = malloc(256);
stropy (Buffer, Input);

} :

Use-afterfee/
Double free/
Dangling pointer

‘specific data
overwrites

unlink
overwrite




AVhy Applica ion Specific Data attacking?

‘data attacking are the future.
- Ben Hawkes

mising Application Specific data are

" facilitated by
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Vulnerable buffer : structure

Pool Header
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The limitations 1:

s of vulnerable buffer?

ys find kernel object which size is the same as the
r, and it also contains the data structure for




The limitations 2:

d LFH makes it fail

ent wil trigger Randomized LFH,
buffer will not fall into the hole we made.
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| C object just behind the
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FreelLists

- A: Doubly linked lists
B: For fast allocation and free

C:LIFO manner




- Drawbacks

Ve tadata attacking

 B: allocatic entropy

still been used in both kernel pool and
heap as of Windows 8.







WWays to write into the Freelists

1: Direct free.
2d Freelists)

'-pIit big chun < when allocating.
(Calculated FreelLists)

L - ': Coalescence when freeing.
(Calculated FreelLists)




K plitting Pool Chunks process

PreviousSize == 0 :
Allocate chunk in the front

'
I 1st alloc | istalloc

Free Pool
B oge D Free Chunk Q Free Chunk

4th .alloc
3rdalloc | 2nd alloc

PreviousSize 1=0 :
Allocate chunk at the end




Ihe Man tory Search Technique

ching process to take place.

: searching result greater than requested.

ol the Freelists dynamically when allocating
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The target

Free
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The size 0x200 vulnerable buffer Directory Object (size 0xCO)




Ox01: Initial status

0x1000
0x1000
0x1000

0x1000
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0x03: Alloc O0x5F8 block
and make 0x200 hole

The same size as of
vulnerable buffer

0x808 0x200 Ox5F8

0x808 0x200 Ox5F8

0x808 0x200 Ox5F8
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0x06: Alloc 0x538 block
and make 0xCO hole
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Trigger the vulnerability:
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n Algorithm pre-view

Small Pool

Medium
Pool
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Prerequisites

bitrary Size
of Arbitrary Size

ocations and Frees using user code.




. Example Alloc Proxy

Alloc (paged)

&Testl,
&TargetName);
return LinkHandle;



xample Free Proxy




assage the Kernel Pool

mov edi,1000h

As 1000h is hard coded which leads to allocation aligned by 0x1000
(Paged , NonPaged, NonPagedNX,)



sernel Virtual Address Space Allocation

“'ages
\ndSet

tkrpamp!_RTL_BITIVIAP 82731194
0 SizeOfBitMap : Ox7fc00
Buffer : 0x80731000 -> Oxffffffff
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(32bit)

MiObtainSystemVa is used to dynamically

allocate VA range
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esting picking sequence

n empty page:

0x1000

e




ting picking sequence

lon picked from front:

0x1000

Ox7F8




Ng picking sequence

ition picked from end:

0x1000

Ox7F8

0x200 Ox5F8
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Medium
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ir controlled way (small)

Medium

// FreelistEntry is controlled

// Force the CommitSize smaller than

return Chunk
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_k Large Pool
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Split Chunks Y,

Medium
Pool
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What about size > OxFFO?

 will. There's always a way out...
otes from Stargate SG-1 "Abyss”

| ze _t< Ox400) _
e t>=0x400) & ( size_t <0x800))
e t>=0x800) & (size_t <OxFFO))
et >= OxFFO)




if ( size_t < 0x400)
ze 0x1000 chopping board

0x1000

0x538




size_t<0x400 ) & ( size t < 0x800 ))

les on size 0x2000 chopping board

0x1000
} 0x1000
~ -
0x1010




t > 0x800 ) & ( size_t < OxFFO))
les on size 0x3000 chopping board

0x1000
0x1000

0x1000

0x1020

0xCO OxCO OxCO OxCO OxCO OxCO OxCO O0xCO X



): if ( size_t > OxFFO)
Il be allocated by MiAllocatePoolPages directly

0x1000

0x1000
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Xp _tition in Windows 7
- (Bonus)

- HEADER

: Int4B

t4B

Void
OCK

+0x00c T

TraceFlags  : UChar

nfoMask : UChar
ags : UChar

ObjectCreatelnfo : Ptr32 _OBJECT_CREATE_INFORMATION

4 QuotaBlockCharged : Ptr32 Void

+0x014 SecurityDescriptor : Ptr32 Void

+0x018 Body : _QUAD




EXP! - tation in Windows 7
(Bonus)

' InitTrampoline:
NtAllocateVirtualMemory

%]

n 0X02 /V]Odl ' Th pelndex

Then..




_obpCl

Ox03:
Jump into shellcode when CloseHandle()

Attributes: bp-based Frame

__Sstdcall ODbpCloseHandleTableEntry(int, int, int,
oseHandleTableEntryE24 proc near

byte ptr -25h

dword ptr —2&h
dword pte —2@h
dword ptr —1Ch
dword ptr —18h

arg_@= dword ptr 8

arg_4%= dword pte BCh

arg_#8= dword ptr 18h
BugCheckParameteri= dword ptr 14%h
arg_18- dword ptr 180

arg_14- byte ptr ACh

BEX,
ecx
eax

edi, edi
ebp

ebp, esp

esp, BFFFFFFF&ah

esp, 2Ch

eax, [ehprarg_&i]

ebx

esi

esi, [eax]

esi, BFFFFFFF8h

ecx, byte ptr [esi+aCh]

ebx, _ObTypelndexTable[ecxsh
edi

edi, large Fsz124h

dword ptr [ebx+7uan], @

ecx, [esi+18n]
[esp+38h+var_2h], ecx
[esp+38&h+var_25], B

loc_ 8S288B1C380

ecx, large Fs:124h
eax, [ebprarg_8]
[ecx+5Bh], eax
short loc_82881BB8

[esp+38h+var_18]

; int
H Bugl::ne ckParameter1

_KeStacknttachProcessEB ; KeStackAttachProcess (= x)
[esp+38hevar 25, 1

ULONME_PTR BugCheckParameterd, int, char)

mov ebx, ObTypelndexTable[ecx*4]

// ecx is Typelndex

call dword ptr [ebx+74h]



Xp 10 itation in Windows 8

Ma eusz j00ru’ Jurczyk way)

ER 84247538
. DISPATCHER HEADER
. ULARGE_INTEGER 0x4'9b8e6360

IST_ENTRY [ 0x85360160 -
82765ced |

018 TimerListEntry

+0x02(
24 Period : 0x7d0




xploitation in Windows 8
Mateusz j00ru’ Jurczyk way)
PC

~ :UChar
: UChar

int2B
_ENTRY

"- Number
<004 DpclListEntry
+0X .

,_ )10 DeferredContext : Ptr32 Void
014 SystemArgumentl : Ptr32 Void
18 SystemArgument2 : Ptr32 Void
+0x01c DpcData : Ptr32 Void

+0
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1 Algorithm pre-view

0x4000 — Ox7FFFF

size > OX7FFFF




_ o.UL:
- Practical Attacking
_HEAP_USERDATA_HEADER




'HEAP_USERDATA_HEADER

is Valasek

ks + Randindex *




Two Challenges

lons will trigger LFH

f allocations w igger guard pages.




| oP '-‘

LFH & Guard Pages

GP — PAGE_NOACCESS

GP — PAGE_NOACCESS

h




The target

_HEAP_USERDATA_HEADER

T ......
Vulnerable buffer Y
eg: 0x300

UserBlocks for HEAP_BUCKET[eg: 0x200]

to position the vulnerable buffer just BEFORE an important structure.

Like: HEAP_USERDATA_HEADER structure




Viandat ory Search in Action

hunk 0x4000 - Ox7FFFF.

(0x70100) --
ake 0x100 hole.
out of my way -- LFH

ocating (0x70000)

size UserBlocks (total size) is fixed.




0x01: Defragment

0x8000

0x8000

0x8000

0x8000



0x02: Freeing

0x8000

0x8000

0x8000

0x8000



- 0x03: Alloc 0x6000 block
and make 0x2000 hole

0x8000

0x8000

0x6000 0x2000

0x8000



0x04: Trigger LFH (0x200)

0x8000

0x8000

0x6000 0x2000

0x8000 l

UserBlocks for HEAP_BUCKET[0x200]




} Taken -

Free

Take a closer look at

0x6000

\ |

UserBlocks for  HEAP_BUCKET[0x200]




} Taken -ﬁh

i Free 0x6000 block

Free

0x6000




Alloc 0x5D00 block
and make 0x300 hole

0x6000 — 0x300
0x300

-




Alloc vulnerable buffer

0x6000 — 0x300




| re allocation will get controlled
Controlled after overflow

0x8000

Future allocation s will fall into this controlled area.




‘Applicable circumstance
(Prerequisites)

bin size has not been activated
eo allocC

“\cutive allocations of the vulnerable buffer’s size)

uffer of Arbitrary Size w/ Arbitrary Content
-ee Buffer of Arbitra ry Size

Programmatic Control of Allocations and Frees




The exploitation process:

> vulnerability

(J )

gger the overflow, modify "FirstAllocationOffset”
cate new objects with proper size.

dify new object’s content.

itrol the EIP
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